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Not really!






1. Centralize data

Kaplan, Jared, et al. "Scaling laws for neural language modelgvpreprint arXiv:2001.0836(@2020).



1. Centralize data

2. Train bigger models

| language modeXsyvpreprint arXiv:2001.0836(2020).



1. Centralize data

2. Train bigger models

3. Hope for the best

| language modeXsyvpreprint arXiv:2001.0836(2020).
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Problematic

Security Compliance Data gravity



We have been bringing the
data to the Al
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Federated Learning



1. Initialize

Global Model (v1.0)
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2. Train locally

Global Model (v1.0)
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3. Share updates

Global Model (v1.0)
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4. Aggregate

Global Model (v1.0)
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It works!
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o e Research Who we are v  Researchareas v  Ourwork v  Programs & events v Careers  Blog

Home > Blog >

Advances In private
training for production
on-device language
models

February 21, 2024 -
Posted by Zheng Xu, Research Scientist, and Yanxiang Zhang, Software Engineer, Google

Update Model

https://research.google/blog/advanceis-private-training-for-productionon-devicelanguagemodels/
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Gradients can reveal data
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Federated Learning

Raw data stay local,
but privacy can still be compromised



Solution?



Homomorphic Encryption
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Homomorphic Encryption

Computing on encrypted data



Compute

Compute

https:// openmined.orgblog/private-armachinelearningon-encrypteddata



Compute

Compute

https:// openmined.orgblog/private-armachinelearningon-encrypteddata



Demo



What | did:
Oy Ob6HNU M o n
9Y OO HHDU M OH

Server computes:
30 + 32 = 62

| decrypt:

cH b HAN T nH



What | did: What this means:

Oy Ob6HNU M Theserver computed on encoded
-, , values without seeing the original

OYVOOHHU D Gbers

Server computes: Simple working example:

30 + 32 =62 Dec(Enc(a) + Enc(b))=a+Db

| decrypt:

cH b HAN T nH



|attice-based cryptography



Closest vector problem (CVP) edit;

In CVP, a basis of a vector space V and a metric M (often L2) are given for a lattice L, as
well as a vector v in V but not necessarily in L. It is desired to find the vector in L closest
to v (as measured by M). In the «y-approximation version CVP,, one must find a lattice

vector at distance at most .

Relationship with SVP [cdit]

This is an illustration of the closest =

vector problem (basis vectors in blue, . .. .
I ( The closest vector problem is a generalization of the shortest vector problem. It is easy

external vector in green, closest vector

in red). to show that given an oracle for CVP,, (defined below), one can solve SVP,, by making
some queries to the oracle.[?'] The naive method to find the shortest vector by calling
the CVP,, oracle to find the closest vector to ® does not work because 0 is itself a lattice

vector and the algorithm could potentially output ©.

The reduction from SVP,, to CVP,, is as follows: Suppose that the input to the SVP, is the basis for lattice B = b1, ba, ..., b,].
Consider the basis B* = [by,...,2b;,...,b,] and let ; be the vector returned by CVPy(B', b;). The claim is that the shortest

vector in the set {x; — b; } is the shortest vector in the given lattice.
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Prediction:

The megatrend in cryptography of the 2010s was elliptic curves, pairings
and general purpose ZKPs/SNARKSs.

The megatrend of the 2020s will be (in addition to broad adoption of the
above) lattices, LWE, multilinear maps,|homomorphic encryption] MPC
and obfuscation.

4:08 AM - Apr 11, 2020




HE Is getting 8x faster every year

e.q. Bootstrapping time: the most time-consuming operation in HE

Bootstrapping time (Log scale, ps/bit )
10— 1-bit: 1800s
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Homomorphic Encryption for Large Integers
from Nested Residue Number Systems

Dan Boneh and Jaehyung Kim

Stanford University
dabo@cs.stanford.edu, jaehk@stanford.edu

June 10, 2025

Abstract

Existing fully homomorphic encryption (FHE) schemes primarily support a
plaintext space defined over a relatively small prime. However, in some important
applications of FHE one needs arithmetic over a large prescribed prime. In this
paper we construct a new FHE system that is specifically designed for this pur-
pose. Our system composes three layers of residue systems to enable much better
performance than was previously possible. Our experiments show that for arith-
metic modulo a 256-bit integer, when compared to the TFHE-rs implementation
of 256-bit arithmetic, our new system achieves a factor of two thousand better
multiplication throughput and a factor of twenty better latency. Moreover, for a
2048-bit prime modulus we achieve far better performance than was previously
possible.

- _/

Boneh Dan, andlaehyund<im. "Homomorphic encryption for large integers from nested residue number systé&msual International Cryptology Conferen€ham: Springer Nature Switzerland, 2025.
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Microsoft SEAL

Build end-to-end encrypted data storage and

S E E I computation services

Overview Release news People Publications Videos News & features

Microsoft SEAL—powered by open-source homomorphic encryption technology—provides a set of encryption libraries that allow computations
to be performed directly on encrypted data. This enables software engineers to build end-to-end encrypted data storage and computation
services where the customer never needs to share their key with the service.

Microsoft SEAL is open source (MIT license). Start using it today!

¢) Download

https://www.microsoft.com/enus/research/project/microsofiseal



OpenkFHE

OpenFHE

OpenFHE is an open-source project that provides
efficient extensible implementations of the leading
post-quantum Fully Homomorphic Encryption (FHE) schemes.

https://openfhe.org



HEIR

https://heir.dev



