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Data in Use Is Exposed





Gradients can reveal data

Zhu et al., “Deep Leakage from Gradients,” NeurIPS 2019



Solution?
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Computing on encrypted data
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Lattice-based cryptography







Encrypt Compute Decrypt



Moore’s Law of
Fully Homomorphic Encryption





It is getting 8x faster every year





Applications







Tools



SEAL
https://github.com/Microsoft/SEAL 



HEIR
https://heir.dev



“Using encryption on the 

Internet is the equivalent of 

arranging an armoured car to 

deliver credit card information 

from someone living in a 

cardboard box to someone 

living on a park bench.”

 
– Gene Spafford (a.k.a Spaf)



cesarsotovalero.net
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