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ABSTRACT ARTICLE HISTORY
The popularity of Android has motivated a significant increase in the Received 28 November 2017
amount of malware specially designed to target this operating sys- Accepted 19 May 2018

tem. During the last years, the threat has become more serious and KEYWORDS

every day cybercriminals create and share new specimens through Android 0S; malware
almost all existing markets. This situation has promoted a notable analysis; diversity measures;
research interest in the development of automated malware detec- anti-malware scanning
tion and classification systems. In this paper, we perform a large-scale results; agglomerative
empirical study to examine the diversity of Android malware in major hierarchical clustering
markets. Through the analysis of more than 5 million of apps, we use

the labels assigned by 57 different anti-malware vendors and diver-

sity measures to get insights about the distribution and evolution of

Android malware. Furthermore, we propose a dissimilarity measure

for comparing these labels, which can be applied as part of an

agglomerative hierarchical clustering algorithm. This clustering

method groups the labels according to the scanning reports of

different anti-malware vendors. The results obtained make evident

an increase in the diversification of malware in both official and

alternative markets. Moreover, we show how the criteria of various

anti-malware, in conjunction with clustering techniques, is a suitable

approach for grouping and analysing malware samples that perform

a similar behaviour.

1. Introduction

In the last years, we have witnessed an increasing spread in the use of smartphones and,
as consequence, the emergence of a large number of virtual markets for the distribution
of mobile applications (‘apps’, for brevity). At present, Android is the world’s most widely
used operating system for mobile devices [1]. The growing popularity of Android arises
from two core features: its open source nature and its well-designed software architec-
ture. These advantages leveraged a rise in the development of new apps for satisfying
the most specifics users’ needs. Today, more and more users that rely on Android
devices are able to install third-party apps from official and alternative virtual markets.
Thus, the security of their devices and the underlying distribution networks become an
essential concern for both the end users and their service providers.

The increasing complexity of the Android operating system, in conjunction with the
sensitive data stored in mobile devices, makes the platform an attractive attack surface
and lucrative target for cybercriminals [2]. This issue has not gone unforeseen by malware
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authors, and the growth of malware targeting Android has increased steadily in the last
few years [3].

As a consequence, practitioners and researchers have observed the emergence of a
variety of new Android malware families (e.g. GRAYWARE [4] and PACKAGED [5]). The
many existing threats range from simple unwanted advertisement, user tracking and
disclosure of personal information, to advanced fraud and premium-rate SMS services
subscription, or even unwarranted involvement in botnets attacks.

The high percentage of malware targeting the Android system is partly due to the
lack of security checks performed when the apps are being distributed [6]. Although
most users are nowadays aware that personal computers can be attacked by dangerous
viruses, few people realize that their smartphone is prone to a similar threat. Therefore,
due to the large number of applications available in the Android markets, there is a
natural need of methods that allow to search and detect malicious apps.

The continuous rise of threats targeting Android have attracted the attention of the
software security research community [3,7-9]. Previous research on malware in popular
Android markets indicated that the majority of malicious apps are distributed through
alternative marketplaces [3,6]. Current malware authors are using advanced techniques
such as malicious code integration and obfuscation to avoid further detection [10]. The
penetration and prevalence of Android malware in major markets, such as Google Play,
can compromise a large number of smartphones and cause several damages to the users.

To face the pervasive threat of malicious software, generally downloaded from the
internet, prudent users rely on the scan results yielded by anti-malware systems.
Unfortunately, each anti-malware vendor has its own secret recipe on how or why it
decides to flag as malware a suspicious software application. Therefore, a malware can
be detected and classified in a different way by several anti-malware products, causing
labelling confusions [11]. Nevertheless, both professionals and researchers rely on anti-
malware decisions, whether to flag suspicious apps or to build ground truths for
performing malware analysis tasks.

In this context, the diversity of malware, as a reflection of its evolution, is a major
concern of practitioners, scientists and researchers working in the field of cyber security
of mobile devices. In this paper, we perform a large-scale empirical study on the natural
diversity of Android malware in major existing virtual markets. We analyse a dataset with
more than 5 million of Android apps, provided by the AndroZoo' research project, using
various diversity measures. These measures are based on the scanning results of 57 anti-
malware vendors hosted by the VirusTotal® web service, which is an online platform that
can check uploaded files against several commercial and renown anti-malware engines
(i.e. Symantec, Avast, Kasperky, McAfee, Panda and others).

This study goes beyond the diversity analysis of apps flagged as malware. We
investigate for details about the relation between types and family names of Android
malware, as well as the labelling results of anti-malware products according to their
scanning reports. We hypothesize an increasing trend in the diversity of Android mal-
ware in major markets, as well as the inefficacy of several anti-malware products to
detect dangerous apps. Summarizing, this paper makes the following contributions:

e We present an extensive empirical study of malware diversity in major Android markets
and describe the diversification and evolution of malware from various perspectives.



JOURNAL OF CYBER SECURITY TECHNOLOGY 3

e We propose the application of a new dissimilarity measure, based on the notion of
multisets, as a useful approach for comparing the malware labelling results of various
anti-malware engines.

e We perform hierarchical clustering in order to analyse the relation among the labels
assigned by different anti-malware vendors, grouping similar malware samples accord-
ing to their scanning results.

There is scarce research work on the diversity of malware using the reports of anti-malware
scanning. Our study aims to fill this gap by conducting such analysis and reporting our findings
based on a large dataset. This work contributes to get insights about the evolution and
growing of malware. It also shows the necessity of using multi-criteria-based detection
systems, in order to deal with this dangerous type of diversity. To our knowledge, this is the
first attempt of studying the presence of malware in Android markets using diversity measures.

The rest of this paper is structured as follows. Section 2 offers a review on software
diversity and malware analysis. Section 3.1 provides detailed information about the data
sets utilized in this study, as well as the tool used for unifying the malware labels.
Sections 3.2 and 3.3 present the diversity measures applied and the dissimilarity function
proposed, respectively. Section 4 depicts the main findings of our experimental study,
while Section 5 offers a discussion on such results. Section 6 presents the related work,
and Section 7 summarizes our findings and concludes the paper.

2. Background
2.1. Software diversity

In the last decade, an increasing number of research projects on software engineering have
explored the effects of diversity in complex computational systems. These approaches are
based on existing diversity concepts from biological sciences, but also have their own
particular characteristics. The phenomenon of software diversification can be viewed from
various perspectives (e.g. as an obfuscation technique, or via for increasing the robustness and
adaptability of software systems). In general, the main goal of software diversity is to promote
adaptive capacities in the face of unforeseen structural and environmental variations [12].

Malware is software, too. As occurs in general (goodware) software, malware diversity
persists under many different conditions. The variety of malware makes harder for anti-
malware systems to detect the presence of new threats. From the perspective of the
malware, it is convenient to not manifest an obvious behaviour and to be constantly
changing itself. The sophistication and diversification of malware has promoted the
emergence of metamorphic malicious engines, where the malware shows different
forms according to the dynamic environment [13].

Several forms of software diversity have been identified and properly defined in the
literature [14]. In this paper, we are interested in assessing natural diversity, which is a form
of software diversity that spontaneously emerges from its continuous development [15].
Specifically, our study is focused on analysing the natural diversity of Android malware.

We explore four dimensions of diversity known as variety, ubiquity, balance and
disparity [16]. Our purpose is to use these diversity measures to quantify the impact
and prevalence of malware in major Android markets. We are interested in analysing the
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impact of such diversity regarding the different types and families of malware. The
analysis of malware diversity is important in the field of cyber security research because
contributes to the development of better malware analysis and detection systems by
studying the evolution of specific variants during time.

2.2. Automatic malware labelling

In the context of malware detection and analysis, it is a useful practice to group the
samples according to their observed behaviour. This allows researchers and practitioners
in cyber security technologies to focus on analysing more specific types of threats [6,17].
Table 1 shows illustrative examples, including a brief description, of some of the most
common types of Android malware.

A practical way to conduct malware analysis consists in assign a set of predefined
labels to groups of samples according to their observed behaviour. In addition to the
binary detection result regarding the maliciousness or not of a scanned sample, anti-
malware engines also provide, in case of positive detection, a string report which
indicates the type, family and perceived behaviour of the malware under analysis. It is
expected that such scanning reports specify the threat appropriately, in a meaningful
and consistent way [11]. However, each anti-malware has its own list of labels and there
is no universal consensus about the structure of the labelling reports.

Recently, we have witnessed the growing interest of researchers and practitioners in
the development of automatic unifying systems to label Android malware using various
anti-malware reports (e.g. AVClass [18] and Euphony[19]). This has facilitated the classi-
fication and analysis of new threats at large scale.

In general, a malware label contains four main features: (1) platform (the operating
system for which the threat is designed, i.e. WINDOWS, ANDROID, etc.), (2) type (the kind
of threat, i.e. TROJAN, WORM, etc.), (3) family (the group of threats to which it is associated in
terms of behaviour, i.e. GRAY, DROIDKUNGFU, etc.) and (4) extra information (a description
of the threat, including its variants). An example of labelled malware, where TROJAN
represents its type and DROIDKUNGFU represents its family name, is the following:

< ANDROID>< TROJAN>< DROIDKUNGFU><"Collects a variety of information on the
infected phone and dump it to a local file which is sent to a remote server afterwards”>

The automatic labelling of malware according to its behaviour offers several benefits. For
example, it facilitates the creation of generalized signatures for mitigation tasks, identifying

Table 1. Description and examples of the most common threats exhibited by Android malware.

Type Description Examples

ADWARE Sends personalized advertisements based on user’s collected data such as  SHEDUN, FAKEAPP.
location, web browsing or media. It is mainly focused in the obtaining AL, MOBIDASH
economical revenues.

TROJAN Masquerades as a benign app to hide its maliciousness identity. It feigns ~ FAKEBANK, FONCY,

useful functionalities to the user but performs malicious activities in the ANSERVERBOT
background without user’s consent.

BACKDOOR Enables remote access to the system by bypassing its authentication XSIDER, LUCKYCAT,
mechanisms. It usually exploits vulnerabilities in the system to take root's  PJAPPS
privileges, having the ability to hide itself and remain undetected.

SPYWARE Sends personal user’s data such as contact list, messages, location, moves = SMACK, BIIGE,
and other confidential data to a remote server. PLANKTON

RANSOMWARE Encrypts files or locks the system to make it inaccessible, and only decrypt or FAKEDEFENDER,
unlock it until some ransom is paid by the victim. LOCKER, SVPENG
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if a malware sample found is an instance of a well-known family or a sample of a new
malware variant, selecting disinfection mechanisms, attribution, malware lineage, etc.

Such a labelling process can be accomplished manually by experts in cyber security
or automatically using clustering techniques based on Machine Learning (ML) [20,21].
While the assignment of malware labels is greatly facilitated by online services such as
VirusTotal, grouping malware into families is not an easy task. The main reason for this
difficulty is the lack of a standard naming contract in the industry (conventions such as
CARO? are not widely used). In the absence of common standards, researchers must deal
with a plethora of different naming schemes and the lack of labelling consensus among
anti-malware vendors, which makes difficult the collection of malware samples in the
form of consistent datasets for its empirical research.

2.3. Malware clustering

Clustering is an unsupervised ML technique that has been used in exploratory data
analysis for identifying groups (clusters) of instances that exhibit similar characteristics.
The similarity between instances is commonly defined using some specific criteria (e.g.
inter-observation distance measures or correlation-based distance measures). In a nutshell,
the goal of clustering methods is to maximize the similarity of the intracluster (internal
homogeneity) and minimize the similarity of the intercluster (external separation).

Over the last years, many works have explored the possibility of grouping malware
samples into classes according to some structural behavioural-based similarity measures
[22]. In the software security context, clustering methods have been also widely used for
identifying shared attributes among different variants of malware [20,23,24]. These
attributes can be used later to automatically characterize new specimens, thus facilitat-
ing their subsequent analysis.

Another interesting application of clustering methods consist in grouping malware
samples according to the scanning results of various anti-malware engines, each with its
own heuristic detection system. Indeed, nowadays anti-malware vendors remain the most
trusted approach to flag an app as malware and associate a label to each malware. In this
work, we describe an agglomerative hierarchical clustering approach to group the labels
assigned to Android malware using the scanning reports of various anti-malware vendors.

Agglomerative hierarchical clustering (a.k.a. AGNES) is a method for clustering similar
elements according to a similarity measure that must be defined previously [25]. AGNES
works in a bottom-up manner, this is, each object is initially considered as a single
cluster element (leaf). At each step of the algorithm, the two more similar clusters are
combined to form a new bigger cluster (node). The procedure is iterated until all points
are member of just one single big cluster (root). The result is an informative structure in
the shape of a tree, called dendrogram, which shows how the clusters evolved.

3. Materials and methods
3.1. Data description

Android apps are currently being distributed through the official Google Play market and
also through many of the so-called alternative markets. This study is based on a large
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dataset that comprises a total of 5,295,482 Android apps provided by the AndroZoo
research project. In addition, we enrich our dataset with the reports provided by a total of
57 anti-malware engines hosted in the VirusTotal web service. The final malware labels were
inferred using the Euphony unification tool. In this section, we offer more details regarding
the preprocessing and data manipulation.

3.1.1. Androzoo dataset

The AndroZoo data set represents a valuable research effort that consists in the collec-
tion of millions of Android apps from various data sources [26]. Through the AndroZoo
HTTP API, it is possible to download a complete and unaltered collection of apps for
analysis. The dataset is freely available to the software security and research community,
which contributes to perform more generalizable, reliable and reproducible research
studies based on a broad set of representative and updated collection of Android apps.

These apps were obtained by crawling well-known app stores, including the official
Google Play market. In addition, all the collected apps were analysed by 57 different anti-
malware products using the VirusTotal web service. Table 2 shows the information fields
available in the AndroZoo dataset.

The AndroZoo dataset has already been used to conduct researches in the field of
automatic malware detection. In practical terms, the size of this dataset allows to demon-
strate methodological issues when evaluating the performance of ML detection methods
[27]. For example, to assess the time performance of new malware detection algorithms [28]
or to obtain a more general landscape of the Android malware from a forensic perspective
[2]. It also allows to track the evolution of Android apps over time to find common design
patterns [29] or detecting privacy leaks [30]. Other potential uses of the AndroZoo dataset
are the code recommendation, to perform large-scale studies on APIs usage, coding pat-
terns, repackaging detection, library adoption, obfuscation techniques, analysis of simila-
rities between apps, etc.

3.1.2. Euphony labelling tool

Euphony is a command-line tool for the unification of malware labels of Android; details of
the tool are presented and discussed by Hurier et al. [19]. The main purpose of Euphony is to
infer a single malware type and family name (or just ‘family’, for short) per malicious app. The

Table 2. Description of AndroZoo data fields for one example of app from the Google Play market.

Field name Description Data type Example

sha256 The unique hash code that identifies the app. String 000135C67F6FAESF1.

dex_date The app compilation date as provided in the .dex file. ISO Date 2016-03-03 17:57:06
(UtQ

apk_size The size of the app in bytes. Integer 32,861,192

pkg_name  The name of the main package of the app. String kvp.jjy.

MispAndroid320
vercode The version code of the app. Integer 144
vt_detection The number of anti-malware vendors from VirusTotal that flag it Integer 3
as malicious.

vt_scan_date The date in which the app was submitted to VirusTotal. ISO Date 2016-04-06 09:30:59
(UtQ

dex_size The size of the .dex file. Integer 6,316,108

market The market where the app was downloaded from. String play.google.com
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inference can be derived from the results of VirusTotal reports. For each app sent to
VirusTotal, the tool returns two relevant pieces of information as follows:

e A binary flag (True = positive detection, False = negative detection)
e A string label that identifies the threat (e.g. TROJAN:ANDROIDOS/GINGER MASTER.A")

The Euphony tool can handle the inconsistencies observed in anti-malware labels,
allowing a fine-tune of the string differences that refers to the same families. It attempts
to break the gap that requires practitioners to have a well-described reference of
malware to handle new and unknown samples.

Figure 1 illustrates the three main labelling steps performed by Euphony. We addition-
ally show the content of two important resultant files, which are obtained from stages 2
and 3 of the process. First, the tool takes as input a set of anti-malware scanning reports
from VirusTotal. Next, the label fields are extracted from these reports based on the type
and family name that was assigned by each individual anti-malware to the sample. At this
step, a Jjson file is created with the mapping information of the assigned labels and it
frequencies per anti-malware. Then, during the stage 3, Euphony infers the relations
among the election labels, bringing a general consensus among the different vendors
and returning the most appropriate type and family to the given sample.

Euphony allows to gather useful information about Android malware, including the syn-
tactic and semantic associations between similar malware labels (e.g. basebridge, basebrid,
etc.). This could be useful, for example, to create a single target class prior to the experimenta-
tion with supervised ML methods for malware detection. Euphony also offers an interface with
the public HTTP API of the AndroZoo project through the ‘sha256' field (see Table 2). This
allows the creation and update of reference datasets of labelled malware, which is important to
the research community for the realization of more reliable and reproducible experiments.

In this study, we build our dataset by joining the Euphony’s json resultant files,
shown in Figure 1, with the AndroZoo. This provides us a vast source of information
for the development of our diversity analysis of Android malware. We collected the
labels of 5,295,482 Android apps, exploring the data using diversity measures and
characterize the malware in major Android markets.

3.2. Diversity measures

Some diversity measures combine several aspects of diversity by varying their parameters. We
follow the definitions used by Guevara et al. [31], associating the terms entity and category to
an Android market and a class of malware, respectively. The purpose of entities consists in
describing the systems or agents that host a set of categories (malware types or families, in this
case). In the following, we describe in more detail the diversity measures used in this study,
which were adapted for quantifying the diversity in our dataset of Android malware.

3.2.1. Variety and ubiquity

The variety or richness is commonly the first approach to measure diversity in complex
systems. It consists in counting how many categories or types an entity has. Closely
related to variety is the concept of ubiquity or rareness, which represents the variety of
entities that each category has.
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We use the concepts of variety (V) and ubiquity (U) to measure the distributions of
types and families of Android malware in the studied markets. Equations 1 and 2 show
how these measures are calculated according to our particular research interests:

n
V=Y pi, Q)
i=1

where n represents the number of different classes of malware and p; € {0,1} implies
the absence or not of the malware i in the market m.

U= dm 2
m=1

where r represents the number of studied markets and g, € {0, 1} implies the absence
or not of the malware i in the market m.

3.2.2. Balance

Balance is a diversity measure used for quantifying how much of each category an entity
has. Measuring balance alone is not an easy task due to the difficulty to remove the
effect of variety on it [32]. Diversity measures related to the balance property could be
associated to the statistical concept of dispersion.

The Shannon Entropy (SE) is a traditional measure of dispersion in Information Theory
[33], which has been adopted as a standard diversity measure for quantifying balance in
complex systems. In this work, we use SE to calculate the balance of malware in Android
during a given time period. A high value of SE implies more diversity in the variants of
malware, while a low value of SE means more concentration of similar threats. Equation
3 shows how SE is calculated for a specific time period:

n
SE; = — Z pi log, pi, 3)
i=1

where p; is the ratio between the number of malware i and the total malware that exist
in the major Android markets at the time t.

3.2.3. Disparity

Another important dimension of diversity is the disparity or dissimilarity between
categories or entities [16]. Disparity provides a notion of how different are the categories
of a given entity. This concept is closely related to distance metrics and similarity
measures such as the Euclidean Distance, Cosine Similarity or Jaccard Index.

The Rao-Stirling (RS) is a flexible measure that allows quantifying disparity based on a
dissimilarity function [34]. It consists in the sum of the multiplication of the distances
(disparity) and the proportions (balance) between two pairs of distinct categories i and j.
The RS measure uses the parameters a and 3 for weighting the level of importance
assigned to the disparity or balance, respectively. Equation 4 shows how RS is calculated
for performing our analysis of malware diversity:
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n n

RSm = Z Z di® (pip))" (4)

i=1 j=1

where p; and p; are the number of variants of malware i and j present in the market m,
dij is the dissimilarity matrix obtained (e.g. using Cosine distance) between i and j, and n
is the total number of markets; 0 < a,8 < 1.

3.3. Dissimilarity measure

We need to define a dissimilarity measure in order to compare malware samples for
subsequent clustering analysis. We use the malware labels assigned by a set of anti-
malware engines to the Android apps. Since each app could be flagged by more than
one anti-malware and labelled in more than one way, we propose the use of a dissim-
ilarity measure based on the mathematical notion of multisets.

Let P = (p1,...,pi,...,Pn) be a set of n apps. Let A = (a1, ..., dj,...,am) be a set of m
anti-malware engines. Then, the labelling result of each anti-malware vendor, for a
given app, could be represented as an n x m matrix as is shown in Table 3, where
lij corresponds to the string label assigned to the app p; by the anti-malware g;.

If the app p; is not flagged positively as a threat by the anti-malware g;, then the
element [;; = 0. Let (i1, /i3, ..., lim) be the ith row vector of the matrix, corresponding to
the app p;, then the matrix can be vectorized as ¥ = (s1, ..., Si, ..., Sn), Where s; is the set of
labels assigned to the app p; (excluding null values). The vectorized representation allows
to retrieve all labels assigned to a given app p; by a set of m anti-malware vendors.

A multiset is defined as a set of elements with repeated values [35]. More formally,
given a set C, a multiset consists in a mapping m : C — Z, where m(c, C) represents the
multiplicity of the element ¢ € C. Multiset functions have identical counterparts as usual
functions on sets, but the multiset functions take into account the multiplicity of its
elements [36]. Thus, if X and Y are both multisets with x € X and y € Y, i > 0, then the
following operations can be defined on them:

e The union X UY is the multiset whose unique elements are the unique elements of
X and Y, where the multiplicity of elements in the result is max(m(x,X),m(y,Y)).

e The intersection XNY is the multiset similar to union, but the multiplicity of
elements in the result is min(m(x,X),m(y,Y)).

e The difference X — Y of multisets is similar to union and intersection, in this case
the multiplicity is calculated as max(0,m(x,X) — m(x,Y)), that is, the element x is
in the result if it has more occurrences in X than in Y, and it occurs with the
multiplicity of the difference of the left and right multiplicities.

Table 3. Representation of the labels assigned by a set of m anti-malware vendors to n apps.

aq ap e am
4 IH I1_2 PN I1‘m

p2 a1 /2,2 . hm

Pn In,‘l In,2 e In,m
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For instance, the set of label types assigned to the app of Figure 1 could be represented
in the form of a multiset as (ADWARE, ADWARE, TROJAN, TROJAN, TROJAN, RISKWARE),
which can be abbreviated to (ADWARE?, TROJAN®, RISKWARE') and by leaving out the
element names, we obtain the vector of multiplicities (2, 3, 1) in a three-dimensional space.

Let X,Y € ¥ be two vectors of labels, then we can manipulate both elements as
multisets based on the operations described above. Equation 5 shows our adaptation of
the Jaccard distance function for measuring the dissimilarity between multisets X and Y
of labelled apps:

Xr min{IXuY| = XY}

mdist(X,Y) =1
%) ST max{[XU Y]]

5)

where XNY represent the intersection of the multisets of labels X and Y, XUY is the
union, and min/max retrieve its minimum and maximum multiplicity, respectively.

4, Results

In this section, we present our findings regarding the diversity of Android malware in major
markets. We first perform a diversity analysis of malware types and families in the data set
described in Section 3.1 using the diversity measures presented in Section 3.2. Next, we use
the labels given by anti-malware engines in order to cluster similar malware samples
according to the dissimilarity measure proposed in Section 3.3.

4.1. Diversity analysis

Figure 2 shows the 10 more representative markets in the data set in terms of the
number of registered apps. Google Play is clearly the bigger market, representing the
72% of the total apps shared with nearly 4 million of apps, followed by Anzhi and
Appchina with the 13% and 10% of the market, respectively.

play.google.com A
anzhi 4

appchina 4
mi.com 4

slideme -

markets

angeeks -
1mobile 4
torrents 1
freewarelovers 4

proandroid

oM 1M 2M 3M am
number of apps

Figure 2. Distribution of the studied apps across the 10 most representative Android markets.
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As a matter of fact, neither anti-malware is capable of detecting all existing malware, only
a small subsample of the wide-known malware is recognized by a large number of anti-
malware. With this as premise, we want to study the proportion of malicious apps detected
in each market based on the scanning results of a large set of anti-malware vendors. This
analysis allow us to depict the health status of Android markets, as well as the malware
detection capabilities of various anti-malware vendors hosted by the VirusTotal web service.

Figure 3 illustrates the malware share in the 10 previously identified major Android markets.
The y-axis represents the percent of apps that were flagged as malware by at least the number
of vendors represented in the x-axis. According to the figure, Anzhi and AppChina contain the
largest number of flagged apps. It is clear that anti-malware vendors have unequal scanning
results. In fact, if we assume to flag an app as malware only if at least one anti-malware product
has found it suspicious, then nearly the 20% of Google Play apps would be considered as
malware. Hopefully, we see that these flagging rates drop steadily in all markets when we
consider the scanning results of a larger set of anti-malware vendors (e.g. less than 2% of apps
in Google Play are flagged as malware by more than 10 anti-malware).

Now, we focus our analysis in the diversity measures discussed previously (variety,
ubiquity, balance and disparity). Regarding the first of these measures, Table 4 shows the
variety of malware types and families in the 10 major markets. As expected, there is a
strong correlation (Pearson coefficient = 0.98) between the variety of types and families in
the markets. Google Play, Anzhi and Appchina are the three more diverse markets in terms
of representation of different specimens. This result means that these markets should be
considered as the most representative sources of real samples for performing malware
research on the wild. By contrast, Proandroid, Freewarelovers and Torrents have the lower
variety of malware, which suggest a lesser diversity.

Table 4 also presents the Rao-Stirling (RS) disparity values obtained for each market. In this
case, the a and 3 parameters of Equation 4 were set to 0.1 and 0.9, respectively, in order to
retain the most of the disparity, which allow to quantify the differences among malware
regarding to their perceived behaviour for anti-malware engines. The results show that

Share of malware in major markets
Apps are flagged from 1 to 57 different anti-malware vendors

80%
markets
—&- 1mobile

60% —o— angeeks

2 & anzhi
&
8 —+— appchina
g 40% freewarelovers
u—(g —6— mi.com
G
° -7 play.google.com
3
20% proandroid
slideme
= torrents

0%

1 5 10 15 20 25 30
Number of anti-malware vendors

Figure 3. First 30 true malware detection rates in major Android markets according to the flagging
results of 57 anti-malware vendors.
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Table 4. Values of variety and disparity per types and families of malware in major Android markets.

Variety Disparity
Market Type Family Type Family
Play.google.com 124 1110 17.08 628.20
Anzhi 97 1068 11.14 616.07
Appchina 71 723 7.12 431.09
mi.com 56 463 8.01 417.76
Slideme 23 72 2.29 29.22
Angeeks 29 196 4.08 162.71
Tmobile 17 71 133 3543
Torrents 7 12 1.92 8.75
Freewarelovers 6 1 1.18 6.48
Proandroid 5 19 0.63 9.66

Google Play and Anzhi share the higher malware disparity, while Appchina and Mi.com share
similar values of disparity for types and families. The low disparity of the Slideme market is
notable. In all cases, the values of the diversity measures for families are higher than those
obtained for types because there are much more families than types in all markets.

Table 5 presents an ordered list of the 10 more ubiquitous malware types and families
for all studied markets. According to these results, the types Adware and Trojan are
present in all markets, while the families ADMOBADS and DROIDKUNGFU are equally
spread in almost all the markets. However, we believe that this perceived ubiquity could
be doubtful because, as a general rule, when an anti-malware is not able to recognize
the class of an Android malware, the assigned labels are usually the generic types
ADWARE or TROJAN. From a diversity perspective, this result indicates that the families
ADMOBADS and DROIDKUNGFU represent the most omnipresent threats, being present
in 9 of the 10 major markets. This capacity to subsist in different environments could be
due to the ability of these families to evolve in order to increase its level of sophistica-
tion, diversifying its features and exploiting new vulnerabilities.

We are interested in quantifying, for comparing purposes, how much of the most ubiqui-
tous malware types and families a particular market has. Figure 4 depicts the proportions of
malware, by types and families, which are present in each market. We can observe that
ADWARE is a prevail type of malware in most markets, with the exception of Freewarelovers
and Torrents that have a majority of TROJANS. On the other hand, it is notable that a large
proportion of malware in the Freewarelovers market belongs to the Admobads family, while
the Google Play market have a high proportion of malware belonging to the AIRPUSH family.

We use the Shannon Entropy measure in order to assess the evolution of malware
regarding to the balance measure for a specific time interval. Figure 5 shows the balance

Table 5. Ubiquity of types and families of malware in major Android markets.

Type Ubiquity Family Ubiquity
ADWARE 10 ADMOBADS 9
TROJAN 10 DROIDKUNGFU 9
ADSWARE 9 ADSWO 8
EXPLOIT 8 AIRPUSH 8
BACKDOOR 7 ARTEMIS 8
INFOSTEALER 7 GANLET 8
MONITOR 7 GINMASTER 8
RISKWARE 7 LEADBOLT 8
TRJ 7 PLANKTON 8
ADDISPLAY 6 VISER 8
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Balance of malware in major markets from 2008 to 2016

Types of malware Families of malware

3.5

3.0

0.9

2.5

Shannon Entropy

0.6
2.0

2008 2010 2012 2014 2016 2008 2010 2012 2014 2016
year

Figure 5. Balance of malware types and families according to its Shannon Entropy values since 2008.

of malware for all markets obtained in a period of 9 years, from 2008 to 2016. In general,
we note a significant increase of balance for this period, specially from the year 2014,
which make evident an increase in the diversity of the variants of malware since then.
This result is important because it means that the malware is not only evolving in terms
of complexity and specialization, but diversifying itself to new variants instead of
concentrating its evolution into similar threats.

Figure 6 presents a treemap that shows the diversity of types and families of malware
samples according to the labels assigned by the anti-malware engines. A treemap is a
space-filling visualization of hierarchical structures able to take all the diversity dimen-
sions into account [37]. In the figure, the size of the boxes is proportional to the number
of malware assigned to each family, whereas the colours correspond to the main types
of malware present in the data. Variety is represented by the number of boxes, balance
is indicated by the differences in the size of the boxes and disparity is depicted by
means of the different colours.

Regarding the variety, the treemap shows the presence of a large number of different
variants of malware (a total of 2151 families distributed across 167 types). Regarding the
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Figure 6. Treemap of malware types and family labels for all markets in the studied data set.



16 (&) C.SOTO VALERO AND M. GONZALEZ

balance, we can observe that the malware is more concentrated (in terms of number of
malicious apps) in the Adware category. The figure also shows that the higher levels of
disparity occur in the less representative types of malware.

4.2, Clustering classes of malware

We perform an agglomerative hierarchical clustering analysis based on the labels
assigned by the anti-malware to the apps. The clustering is conducted according to
the types and families of malware. For this aim, we use the algorithm described in
Section 2.3 and the dissimilarity measure proposed in Section 3.3. The results of this
clustering offer insights about the relations among the labels assigned to the different
varieties and specimens. It is a useful method to discover how the anti-malware
perceives the relations among diverse classes of malware.

In this study, we consider as malware samples those apps that were flagged by
more than 10 anti-malware. In order to facilitate the visualization of the results
obtained, we reduce the number of malware samples for our clustering analysis.
Accordingly, we randomly selected a subset of 100 malware samples for each of the
30 more ubiquitous types and families of malware. Hence, we build two datasets, the
first consisting in 3000 labels of types of malware and the second consisting in 3000
labels of malware families.

We create a prototype of instance for each class of malware according to the anti-
malware scanning reports. All the labels assigned to each class were joined to build a
multiset of candidate labels for the classes. Figure 7 shows the initial dissimilarity
matrices obtained for our datasets, which were calculated for the prototypes according
to the dissimilarity measure proposed in Section 3.3. The dissimilarity matrix (a) shows a
few square blocks of slightly correlated instances of the types of malware Adware, Trojan
and Riskware, while in the dissimilarity matrix (b), it is notable the strong relation
between the families Wapsx and Waps. In both matrices, the majority of pairwise values
are very close to 1, showing a high dissimilarity among the classes of malware.

Figure 8 depicts the dendrograms derived from the application of the AGNES cluster-
ing method for both datasets. In the figure, each leaf corresponds to one malware label
assigned. As we move up the tree, labels that are similar between each other are
combined into branches, which are themselves fused at a higher height. The height of
the fusion, provided on the vertical axis, indicates the dissimilarity between two classes,
which can be interpreted as a diversification distance. The higher the height of the
fusion, the more dissimilar the classes are.

Note that conclusions about the proximity of two classes can be drawn only based on
the height where branches containing these two observations are firstly fused.
Therefore, we cannot use the proximity of two malware labels along the horizontal
axis as a criterion to measure their similarity.

The dendrogram of malware types confirms the apparent labelling decision over-
lapping among the ADWARE, TROJAN and RISKWARE malware types. On the other hand,
the dendrogram of malware families shows that WAPSX and WAPS are closely related; in
other words, they seem to be variants of the same threat. The remaining families and
types of malware seem to be rather unrelated, thus no significant labelling relations can
be inferred from the clusters.
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Figure 8. Dendrograms obtained after clustering the datasets of types and families of malware.

5. Discussion

Since the release of the Android operating system in 2008, malware targeting this platform
has grown quickly in a short period of time; the future perspective is that malware continues
proliferating with the increasing use of mobile devices. In this paper, we present empirical
evidence that Android malware has not only increased, but also diversified significantly
during the last years. The variety and ubiquity of malware becomes more evident at a large
scale, being significant across both official and alternative markets. Our results on malware
detection rates show that the majority of the malware is not simultaneously identified by
several anti-malware technologies, which is in line with previous studies that discuss the
weakness of signature-based detection systems. Only a small subset of common malware is
detected unanimously by most anti-malware engines. This suggests that future detection
systems should apply more advanced techniques, such as dynamic detection based on
network traffic monitoring, in order to evaluate the trustworthiness of an app.

According to Zhou et al. [3], the scanning results based on the criteria of various anti-
malware is able to show a dangerous malware infection rate for the Android markets
studied in this paper. Considering a margin of true detection rate of 10 anti-malware
engines, then the 2% of the total apps in the official Android market Google Play are at
risk, whereas a mean of nearly 20% of apps could be considered as malware in other
alternative markets. Such infection rates can compromise an enormous number of
mobile phones and cause millionaire losses to companies and users, given the current
widespread in the use of smartphones.

We note that the proportion of Adware and Trojan types of malware are significantly
higher when compared to the rest of registered types. However, we have some concerns
about these results as we note that when an anti-malware is not able to recognize the
family of a suspicious app, then it chooses to assign it just the generics ADWARE or
TROJAN labels. Hopefully, ADWARE malware is often not so harmful to the Android users
(i.e. apps that continuously display undesired advertisement during its use). We also
detect the presence of some pervasive TROJAN malware families such as
DROIDKUNGFU, which is a dangerous malware that, in some of its more advanced
versions, employs root exploits for obtaining root privileges, bypassing any built-in
Android mechanism of security and compromising the user’s personal information [6].
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We collected two datasets for clustering analysis, both with 3000 apps flagged as
malware by more than 10 anti-malware vendors, which we consider as representative
malware samples. Our goal was to investigate the labelling results of the anti-malware
engines. Based on an agglomerative hierarchical clustering analysis, we assessed the
performance of 57 anti-malware to assigning types and family labels in order to
distinguish among different malware behaviours. Our results support previous evidence
that malware labelling is not a precise science, since each anti-malware follows its own
mechanisms and heuristics to report a true detection [2].

One possible drawback of the detection approach based on multiple anti-malware is
the inefficacy to correctly cluster a zero-day attack of a new malware specimen.
However, due to the lack of a better solution at hand, it is still advisable the use of
the diverse criteria of various anti-malware products for future research on automatic
labelling of malicious apps.

The use of an ensemble of anti-malware vendors shows promising results in the area of
malware identification. Our clustering results motivate further research on the aggregation
of the decisions of anti-malware to improve the assignment of more accurate labels. There is
a clear need to apply more rigorous detection analysis based on the scanning of anti-
malware, in both official and unofficial Android markets, in order to accurately flagging
suspicious apps on the wild. In this context, results are imperative to develop tools capable
to quickly and automatically analyse large datasets of apps in order to reduce the number of
suspicious apps to a small subset for further examination. We believe that ML techniques,
such as Deep Neural Networks, represent an attractive approach to deal with this problem,
as a viable alternative to flag malware variants more accurately through fast and scalable
detection systems.

6. Related work

Previous research has focused on analysing the behaviour of Android malware from
diverse points of view [2,6,38,39]. In particular, there is an increasing interest in studying
the nature of malware in order to collect ground truths [27,40,41]. Researchers have
reported the existence of a clear gap between the malware analysis results obtained in
the lab and those obtained in the wild [28]. Accordingly, most of the work in Android
malware is based on the use of advanced code analysis [9] and ML techniques [42] to
detect malicious apps. For instance, Suarez-Tangil et al. [43] propose a clustering
method that inspects code structures to analyse the evolution of families of Android
malware, while Allix et al. [26] use various measures to beat the lack of consensus
among anti-malware decisions and build ground truth datasets in the wild.

The use of ML techniques has demonstrated to be an effective approach for the auto-
matic detection and classification of malicious Android apps [38,44,45]. ML methods com-
prise mostly the use of supervised classification methods [46,47] and clustering analysis
[43,48]. Latest developed tools for detecting malware using ML techniques are based on the
decisions given by a set of anti-malware engines. The primary role of an anti-malware
engine is to decide whether a given sample should be considered as malicious. These
decisions have important consequences in real-world environments, since a positive detec-
tion will probably trigger a response alert in order to mitigate the potential threat. False
positives would thus lead to a waste of processing resources, while false negatives can have
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direct consequences such as substantial system damages or data loses. Anti-malware
engines must select an appropriate threshold between a reckless number of false positives
and a harmful number of false negatives.

In spite of the promising results obtained, ML approaches based on multiple anti-
malware decisions have not been widely implemented in the malware detection indus-
try. In this sense, the validation of ML-based malware detection systems remains being a
major issue. Many research works report that the validation in-lab of detection schemes
is not a reliable indicator for real-world malware detectors. For example, Allix et al. [27]
identify several parameters that can deceptively affect the performance of malware
detectors, while Sommer and Paxson [49] highlight the detection differences appre-
ciated between a closet lab environment and the wild real world. Therefore, it seems
that there is a potential bias inherent to such results due to the evolving nature and
diversification of malware. To mitigate this problem, there are various recommended
practices to assess the quality of automated malware detection results using ML tech-
niques. For more details on these issues, we refer the interested reader to [50] and [40].

7. Conclusions

We present an empirical study of Android malware from a diversity perspective. Our
analysis comprises an extensive malware dataset, with more than 5 million of apps,
which is based on a combination of the AndroZoo dataset and the Euphony tool. We use
the scanning results of 57 anti-malware vendors to dissect four dimensions of malware
diversity known as variety, ubiquity, balance and disparity. In addition to the diversity
analysis presented and discussed in this paper, we explored the application of hierarchical
clustering to get insights about the relations among different types and families of
malware. Hence, we propose a dissimilarity measure based on multisets to group the
most ubiquitous classes of malware using the labels given by anti-malware vendors. As
was discussed in this paper, more efficient tools for automated malware detection and
labelling, such as those based on ML techniques, are needed to cope with the increasing
diversification of Android malware reported. From the results obtained through our diver-
sity analysis and the clustering of malware labels, we can derive the following conclusions:

e There are empirical evidences that Android malware subsists in both official and
alternative virtual markets, being significantly higher its presence in the latter.

e The types of malware ADWARE and TROJAN are ubiquitous in all studied markets,
while ADMOBADS and DROIDKUNGFU are the most representative families
detected.

e The balance of malware shows an increase during last years, which is an evidence
of its continuous diversification.

e The markets Google Play and Anzhi share a similar malware disparity in spite of
their different size, suggesting that the Anzhi market is the most diverse in terms of
the malware retained.

e The use of the criteria of several anti-malware is a suitable approach to classify the
malware in different types and families; no significant labelling conflicts among
anti-malware were found in this study.
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e The use of agglomerative hierarchical clustering, based on anti-malware labelling
decisions, is a useful approach to group malware samples into families that perform
a similar behaviour.

Notes

1. https://androzoo.uni.lu.
2. https://www.virustotal.com.
3. http://www.caro.org/articles/naming.html.
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