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Not really!





1. Centralize data

Kaplan, Jared, et al. "Scaling laws for neural language models." arXiv preprint arXiv:2001.08361 (2020).



2. Train bigger models

Kaplan, Jared, et al. "Scaling laws for neural language models." arXiv preprint arXiv:2001.08361 (2020).

1. Centralize data



3. Hope for the best

Kaplan, Jared, et al. "Scaling laws for neural language models." arXiv preprint arXiv:2001.08361 (2020).

2. Train bigger models

1. Centralize data
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We have been bringing the 
data to the AI







Let’s bring the AI
to the data





Federated Learning



1. Initialize



1. Initialize



2. Train locally



3. Share updates



4. Aggregate



It works!



Advantages



Locality

Advantages



Locality Collaboration

Advantages



Locality Collaboration Control

Advantages



https://research.google/blog/advances-in-private-training-for-production-on-device-language-models/



Gboard







Gradients can reveal data

Zhu et al., “Deep Leakage from Gradients,” NeurIPS 2019



Raw data stay local,
but privacy can still be compromised

Federated Learning



Solution?



Homomorphic Encryption
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Computing on encrypted data

Homomorphic Encryption



https://openmined.org/blog/private-ai-machine-learning-on-encrypted-data



https://openmined.org/blog/private-ai-machine-learning-on-encrypted-data



Demo



What I did:

Enc(20)  →  30 

Enc(22)  →  32

Server computes:

30 + 32 = 62

I decrypt:

62 − 20 = 42



What I did:

Enc(20)  →  30 

Enc(22)  →  32

Server computes:

30 + 32 = 62

I decrypt:

62 − 20 = 42

What this means:

Simple working example:

Dec(Enc(a) + Enc(b)) = a + b

The server computed on encoded 
values without seeing the original 
numbers.



lattice-based cryptography





Encrypt Compute Decrypt





HE is getting 8x faster every year



Boneh, Dan, and Jaehyung Kim. "Homomorphic encryption for large integers from nested residue number systems." Annual International Cryptology Conference. Cham: Springer Nature Switzerland, 2025.



Ecosystem



SEAL

https://www.microsoft.com/en-us/research/project/microsoft-seal



OpenFHE

https://openfhe.org



HEIR

https://heir.dev



Applications



https://www.microsoft.com/en-us/research/blog/password-monitor-safeguarding-passwords-in-microsoft-edge



https://machinelearning.apple.com/research/homomorphic-encryption



Federated Learning

Homomorphic Encryption

Protects raw data

Protects updates

Trustworthy AI



Let’s put it all together













Smarter models

Smaller exposure





1. Keep data local



1. Keep data local

2. Encrypt the updates



1. Keep data local

3. Share the learning

2. Encrypt the updates



Trustworthy AI by design,
not by promise



The smartest AI systems will be 
the ones that need to see the least.
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